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JORJIAJL

o Bucmms aiBOKaTCKH CHBET

Ot Ang. AceH ['eoprues, uieH Ha BAnsC n
mpejceaaren Ha Komucnsara mo BbIIPOCUTE Ha
€JICKTPOHHOTO IIPABOCHINUE U €JICKTPOHHUTE
aJIBOKATCKH PETHCTPH

OrHocHO TecroBe 3a curypHoct Ha LEjnuHHHTE
aJ[BOKaTCKH PETUCTPH

JlaTa 03.11.2023 1.

YBAKAEMH KOJIET'HA,

C Pemenne Ne 967/21.09.2023 r. Ha BAasC Oeme ch3maneHa PadbortHa rpyma (,,PB*), B kogTo
OCBEH WieHOBeTe Ha KoMHCHATA 10 BBIIPOCHTE Ha €JIECKTPOHHOTO IIPABOCHINE H CICKTPOHHHUTE
amBokaTckn peructpn (,,KommcusaTa*), 0sxa BrmroueHH agBokatnre JKana Kucroma, XpucTo
Xunos, Ctedan MapueB u Benennna Potena.

Cpen 3amaunte Ha Pb e u3BBpImIBaHE Ha aHaTHM3 M TPHOPUTH3HpPAHE HAa YCTaHOBEHHTE
HEOTCTPAaHEHH HEJIOCTATBIN U 3aTpyAHEHHs B padoraTa Ha EAP, H3roTBsiHe Ha IIpe/II0JKEHHE 3a
TIXHOTO OTCTpaHSBaHE H MPeEOoJIONIIBaHEe, KaTro padOTH TI0 TMOCTaBEeHHTE 3a/JadH BHB
B3aHMOJICHCTBHE C HM3IIBJIHHUTENS II0 JOTOBOpa 3a M3BbHrapaHIIMOHHA IIOIphxkKa Ha EAP -
Kpoccpoys.

VYcnopeIHO ¢ TOBa, KakTo Jo0pe e n3BecTHO Ha BcHukH, BAABC nmapraupa Ha MHHHCTEPCTBO Ha
MpaBOCH/JMETO B HETOBOTO ydacTHe B mpoekT ,Hamepm ampokar” (Find a lawyer) mo
XOpHU30HTaNHA Iiporpama ,llpaBochaue-2022-E-IIpaBochane™ Ha EBpomneilickara xomucug. B
X0J/la Ha M3IBIHCHHETO Ha TO3M NPOEKT H3IBIHUTEIST IO J0roBopa ¢ MHHHCTEPCTBO Ha
IIPAaBOCHHUETO C NPEIMET: ,,AHaIN3 Ha HOPMAaTHBHATA ypea0a U ChIIECTBYBALUTE €BPOIICIICKH
MPaKTHKH H3TOTBH MEXKJIMHEH JIOKJIA]l, ChABPXKAIIl aHAIH3 Ha U OpelopbKl K6M EAP, B KoliTo
HapeJl ¢ Apyrd U3BO/H, CE€ ChbPIKAT KOHCTATAIUH 32 ChCTOSHUETO HA ChIIECTBYBAIlaTa CUCTEMA
[0 OTHOINEHHEe Ha KHOEPCHTYpHOCT, Karo IIOCTaBeHaTa OIlEHKAa OT aBTOPUTE Ha JIOKJaja €
HE3a/I0BOJIUTEIIHA.

MaKap Ta3n OLICHKA [da CJIYKH CIHMHCTBCHO 3a CBCICHHC H BAasC O(bI/IIII/IaJ'IHO Ada U3pasn IIpea
MHHHCTepCTBO Ha [IPABOCHIAHETO CBOCTO HECHITIACHE C TC3H KOHCTATAIlUH, Pbcu JdaBa CMCTKA, 4UC
KPI6€pC-Hl'ypHOCTT3 € H3KIIIOYHTCIIHA BdXHa TCMa B HAIIETO ChBPCMHC H € OT IIBPBOCTCIICHHO
3HAYCHHC T 6']31[6 MAaKCHMAJIHO OCUTI'YPCHA.

HpOBe}KHaHGTO Ha CHKCETOAHH TCCTOBC 3a CUT'YPHOCT Ha PCTHCTPHTC € 3aB/IZKHUTCIHO 10 BCHYKH
CTAaHJ4apTH H HaI:i-I[06pI/I IMPaKTHKH, a TAKHUBa TCCTOBC Ha EAP B HoBUS MY BHJI HC Ca IIPABCHH.



Eto 3amo Pb onpenenn kato NpuopUTET NPOBEKIAHETO B PAMKUTE HA HACTOSIATA KaJeHAapHA
roJMHa Ha TECTOBE 3a HMH(OpMAIMOHHA CUTYpHOCT Ha ye0 Oa3upaH perucTbp, Karo TOBa
BKJIFOUBA':

o [IpoBexxnane Ha ye0 MeHETPEHIIbH TeCT MO METOAONOrHsTa ,,uepHa KyTus“ (black-box
testing);

J CkaHupase 3a ys3BUMOCTH;

o W3sroTesiHe Ha JOKIAA C pe3yJITATUTE;

o [MpoBeknaHe Ha MOBTOPHM TECTOBE CJeJ] OTCTPAHSIBAHE HA OTKPUTH YS3BUMOCTH, TIPH

YCTaHOBCHA H€06XO)II/IMOCT OT TaKuBa.

Unenosete Ha Pb, kouto umaT onut ¢ pupmu, MpeocTaBsAIIM Ta3u yCIIyra Wik UMaT IpenopbKU
3a TakWBa, OsfXa MPUKAHEHHW Jla OTHPAaBAT JO TaKuBa (UPMU UCKaHE 3a OQEepTH, CHIBPIKAIIO
OCHOBHA/0a30Ba HH(pOpMaIMA 32 PETUCThpa U UMAIIX €IHAKBO ChIbp)KaHUE.

B pesynTar Ha TOBa M B paMKUTE Ha OTIPENEICHUS CPOK, IOCThITNXA TPU 0(pepTH, a U3BBH HETO —
OlILIE €JIHA.

C nen nocturane Ha CpaBHUMOCT Ha OepTUTE, 10 KaHIUAATUTE OsXa OTHPAaBEHU JOIBJIHUTEIHH,
YTOUHSBAIIM O(QEpTUTE BBIPOCH, HA KOMTO T€ OTTOBOpHXA B MOCTaBeHUs UM cpok. Odeprure,
MIOCTaBEHUTE IOI'BJIHUTEIIHN BBIPOCH U TEXHUTE OTrOBOpHU Osixa mpenocraBenu Ha Kpoccpoyn 3a
€KCIIEPTEH aHaJIN3.

CpaBHHTeNHA TaOIUIA C OCHOBHUTE TapaMeTpH Ha BCHYKU MOCTBIHIN O(PEpPTH, U3TOTBEHA OT
Kpoccpoyn, ce ceabppxa B [lpunoxkenne 1 kbM To3u Jlokman.

Crnen pasriexaaneTo Ha moydenure oheptu, Pb, kaTo B3e mpensu penyranusTa Ha BCEKH SIUH
OT KaHJUJATHTE U MPETMOPBKHUTE 3a TAX, KaKTo U MHeHHeTo Ha Kpoccpoyn, de (i) paborata Ou
Owa cBBpIIEHA JO0Ope OT BCEKH €IUH OT KaHAuIaTuTe; u ue (i1) Hail-moaxoasmio € odhepTure 1a
ObJaT MpeleHsIBaH! CIPSIMO MPEJIOKEHH 1IeHa U CPOKOBE, B3€ PellieHNe BCEKU eIUH 4ieH Ha Pb
Jla TJ1acyBa ,,3a* Kol 1a Obae n3bpan u Ha 6a3a Ha chOpaHUTE OpOM IJIaCOBE 3a BCEKU KaHIUAAT,
na ObJe MoApeeHO KIacupaHe.

Pb pewmn omie 1a He onpenens ,,KBOPyM* IIPH INIACYBAHETO M OTYUTAHETO HA PE3yJITaTa.

Pb ompenenu cpok, 10 KONTO a MPUKITIOYH TIacyBaHETO, KOWTO 0e eAHOKPATHO YABIKEH, C IIel
MOCTUTaHE Ha MO-BUCOKA aKTUBHOCT MPU TJIACYBAHETO.

Cren mpoBeEHOTO IJ1acyBaHe B paMKHUTE Ha yJIBJKEHHUS CPOK, Os1Xa OTUeTeHHu 9 riaca, a TAXHOTO
pasmpenaeneHre Mexay KaHauaaTure e nocoueHo B [Ipunoxenue 2 kbm T03u Jlokiia.

Ot Hero e BUAHO, ye KaHauaaTsT ,JIalbH ['eiit Cekroputu® OO/, EMK 206972328 nonyun 5
rnaca, KaHauaatsT ,,Tenenunak busnec CwpBucuc” EAJl, EMK 130545438 monyuu 4 rnaca, a
OCTaHaJHNTE JBaMa KaHAUAaTH He MOIy4YHrXxa IIacoBe.

! Mpeamerst e popmymupan ot Kpoccpoyn



B13 ocHOBa Ha TOPEU3JI0KECHOTO, NpeAJara ¢ce CJICAHUA MPOEKT 3a PCHICHUE HAa BAaBC:

OnoOpsiBa CKJIYBAHETO HA J0rOBOP 3a NPOBEXKJAAHEe HA TeCTOBe 3a MH(OPMALMOHHA
curypioct Ha EAP B pamkure na 2023 r. ¢ ,Jlaiibn Ieiit Cexoputun® OO0/, EUK
206972328, cb00pa3Ho npeacTaBeHaTa 0T TOBA APYKeCcTBO odepra.

Bb3iara padorara mo M3rorBsiHe M ChIVIaCyBaHe ¢ KaHAWAATa HA MPOEKT HA J0roBOpP M
OpPraHM3aNMsATa IO HEroBOoTO NOANMCBaHe Ha mnpexacenarenss Ha BAaBC — MHsaiiio
JdepmenmxueB, rinapausi cekperap Ha BAaBC - Kpacumup KpaeB um npeacenarenss Ha
Komucusra - Acen I'eoprues.

Omnpeneiisi KpaeH CPOK 3a CKJIOYBaHe Ha Aorosopa 10 20.11.2023 r.

B cayuaii, ye mo nmpu4YuHH, AbKamu ce Ha ,JaibH Deidt Cexkopurun® OO0/, EUK
206972328, norosop He Obje CKJINYEH B PAMKHUTE Ha TAKA OINpee/IeHUs] CPOK WJIM Npeaun
KpaiiHUsl CPOK CTaHe SICHO, Ye TAKbB He MO:Ke /1a Ob/le CKJKYeH, He3a0aBHO /1a ce peMHuHe
KbM CKJII0YBaHe Ha JOr0BOP 3a NPOBe/AaHe HA TecTOBe 32 HHPOPMALMOHHA CUTYPHOCT Ha
EAP B pamkure Ha 2023 r. ¢ ,,Teaennnk busnec CopBucuc” EAJl, EUK 130545438,
cb0oOpa3HO NpeCcTaBeHaTa 0T TO3M KaHAMAAT oepTa.

MMPUJIIOKEHMUSA:
1. Tabnuia ¢ OCHOBHUTE TapaMeTPU Ha MOCTHIIMINTE OPEPTH;
2. Tabnmua ¢ pasnpeneneHne Ha TIacOBETE ,,3a" TOCTHITMINTE OPEPTH.

Acen I'eoprues, aas.



Buclu agBokaTcku CbBET:
Bxoasiy, Ne: 2005/2023
Hata: 3.11.2023 .

Ilpuaoxenne 1

Anaan3 Ha moay4enu opepra KbM BAaBC 3a npoBexaaHe HA TeCTOBe 3a CHIypHOCT Ha https://bar-register.bg

world attacks from
external sources,
identifving vulnerabilities
without prior knowledge of
systems)

of*
e https://bar-
register.bg

e hittps://private.bar-
register.bg

penetration test of

https://bar-register.bg

and hitps.://private.bar-
register.bg

Black Box Penetration
Testing real-world attacks
from external sources,
identifyving vulnerabilities
without prior knowledge of

your systems.)

nodxooda — sanoyueame ¢
black-box, no crneo xkamo
HAaNpasum moea
mecmeane npeMuHasame
KbM mecmeane om muna
gray-box, npu xoemo e
U36LPULUM Mec Ha deeme
aniuxayu Hasvmpe, cied
aAMeHMUKQYUOHHUSA
npoyec U no mo3u Ha4un
e ModiceM 0a usciedsane
ysnama cmpyKkmypa Ha
veb anauxayuume u maka
0a omKpuem 6ClyKil
GBIMONCHU VAZEUMOCIL.)).

Penetration testing will be
performed.

(“Grey box" and “White
box’ are not part of the
current scope of the
proposal)

Public web site
(https://public.bar-
register.bg).
Officiary access
(https.//private.bar-
register.bg).

Vulnerability assessment
and Black-box penetration

Descriptions Lion Gate Security — Telelink BS — Mnemonica — MY Consulting
EUR 2 500,00 EUR 5 287,00 EUR 5 760,00 USD 3 200,00
(without VAT) (without VAT) (without VAT) (without VAT)
Jleraiiyia 3a Tecra
Web Application Yes Yes Yes Yes
penctration test (real- (Web Application (TBS sxniousa dsa Only Black Box The black-box web

application penetration
test will evaluate the
security of VAS public
and private web site
from the point of view of
an external threat actor
without prior access. The
test will include web-
based attacks that are
applicable to the web
site's technology stack.




Tecm 3a NPOHUK6AHE HA

test of two web sites,

cieonume yeo Comprehensive report
NPUTOAHCEHUA. generation, Retesting
https://public.bar-

register.bg;

https://private.bar-

register.bg.

Vulnerability Scanning Yes Yes Yes Yes
(Vulnerability Scanning. Vulnerability assessment
evaluates network Cranupare 1a and Black-box penetration
infrastructure to identify PASGUMOCHIL Ha Colytme test of two web sites,
weaknesses and provides Comprehensive report
actionable generation, Retesting
recommendations for
fortifying your defenses)

Pentest report Yes Yes Yes Yes
(Pentest report full report | (TBS we npedocmaeu Reporting will be The service will produce

with all identified
vulnerabilities will be
provided Remediation
steps will be described as
part of the process for
mitigation the risk of the
service.)

00K1a0, CbOBPICALY
pestome U mexHu4ecKu
noopoOHOCIU, ONUCBALYU
omKpumume ya3eumocmu
U KOHCmamayuy om
mecma 3a NpOHUKEaHe.)

generated at the end of the
festing.

Vulnerability assessment
and Black-box penetration
test of two web sites,
Comprehensive report
generation, Retesting

a comprehensive
penetration testing
report that describes the
discovered
vulnerabilities and our
recommendations for
remediation.

Preparing a final report
(after re-test phase) -
Issuing a follow-up
report to confirm the




existence or lack of

previously identified
vulnerabilities
Reassessment after Yes Yes Yes Yes
remediation (Reassessment after (Penetration Testing and | (Retesting will be The service also includes
remediation —After fixing | retest. performed after one remediation

the vulnerability we will

vulnerabilities are fixed

validation test (retest)

perform npu omipumu (the retesting should be in | within 90 days of the
reassessmenttoensure that yazeuMOCU U shortest possible time after | penetration test
identifiedissuesare npednpuemu Kopuupau the initial tests). completion.
patched) Oelicmsue om cmpana Ha

Kauenma, ue Ovoe

U38bPULEH NOBMOPEH

/pemecm/ 3a

KOHKpemHume

VA3BUMOCTIU. )

Bpewme 3a uzBbpiiBane Ha | 5 paboTHU AHU 5 paGoTHu 1HU 8 business days 5 days

yeO TecT 3a MPOHUKBaHE &
Ckanupane Ha
ySI3BUMOCTHU

Bpewme 3a u3rorssiHe Ha
JIOKJIa

5 nHn

(5 onu cneo
NPUKTIOY8AHEMO HA
mecma, Kamo npu
HAMUpanemo Ha
KpUMu4Ha ya36umMocm ms
e 6voe KOMYHUKUPAHA

10 3 1HH

Reporting will be
generated at the end of the
testing

The tester will notify the
team to any ongoing
critical or live threats,
internally or externally,
during the tests.
Documentation will be
performed with the




seodnaza. Tosa e c yen oa
ce HamMaau epememo, 8
Koemo cucmemama e
VA36UMA.)

upmost importance, at
which the information
will be transferred to the
client’s team for further
analysis and
implementation of
necessary secure

measures.
Yc10Bus HA I0CTABKA U HAYUH HA MJIalIaHe
Delivery: The services shall be 0o 10 onu cneo
delivered within 30 noOnuceane Ha npuemo-
business days as of the npeoasamesier npPOmMoKoJl
receipt of payment of the 3a 0ocmaska/ ycnyeu u
total amount specified u3oasame Ha OPUSUHATHA
above unless parties agree | ¢hakmypa.
otherwise. Cpox u nauun Ha
naawane: 0o 10 onu cieo
noonuceame Ha npuemo-
npeoagameier nNPOMoKOJL
3a 0ocmaska/ycuyau u
U30a6amne Ha OPUSUHATIHA
gaxmypa
Offer Validity: 30 days as of issue date. 30 onu om oamama Ha till 31.10.2023 30 days as of the issue
uzoasamne, nocouena 8 date (25/10/2023)
opepmama (20.10.2023)
Prices: Lion Gate Security Ltd MYV Consulting prices

prices shall be understood,

shall be understood,




unless otherwise agreed
upon, as net price in the
currency specified, not
including possible value-
added tax. All applicable
bank charges or other fees
shall be the responsibility
of the Client.

unless otherwise agreed
upon, as net price in the
currency specified, not
including possible value-
added tax. All applicable
bank charges or other
fees shall be the
responsibility of the
Client.

Payment Method:

Wire transfer

banxoe npeeoo

50 % advance payment
upon signing a contract,
50% final payment upon
signing a handover
protocol after a report has
been submitted

Payment Conditions:

All payments shall be
made in Bulgarian Levs,
as per the official
exchange rate of the
Bulgarian National Bank
on the day of the payment.
In case of delayed payment
Lion Gate Security Ltd
reserves the right to
calculate an appropriate
interest.

EUR - lJenama 6 nesa ce
gopmupa no Kypcvom Ha
bHE 6 oens na npuemane
Ha docmaexkama/ ycayeume

Withholding:

Customer may not offset or
retain the due payment in




respect of any of its
counterclaims if they are
not chargeable and proved
by grounds and amount
through an effective court
decision.

IIpuemane Ha
JIOCTaBKaTa/yCIyTUTe:

Jloxknaau

Cneo uzsvpweanemo Ha
mecmoseme uje ce
U320mesm 08a OOKIAOd.

- Executive summary,
Kb0emo ca npeocmaseHu
obwume ys36UMOCMU.

- Detailed report - nvaen
00K1a0, KbOemo ca
ONUCAHU BCUYKU Oematliu
3a omKpumume
VA38UMOCMU U NBJIHA
unghopmayus 3a
u3BvLpULEHUME MeCcmoge
(Obxeam Ha
mecmeanemo,
Memooonozusa na
mecmeane, [lematiinu
pezyamamu; Onucanue Ha
yazeumocmma, Jlokayus
UL MECMONOJIONCEeHUE HA

C noonuceanemo na
npuemo - npeoasameJien
npomoKon 3a oocmasxa/
yeayeu om YnviHOMOUeHU
npeocmasument om
oseme cmpanu.

Jlocmasxkama u yciyeume
ce npuemam ¢ omoenHu
npuemo - npedasamennu
npOMmMoKoaU

- Verbal reporting.

- Final reporting. (Project
Description; Executive
Summary of Findings,
General
Recommendations;
Mitigation Plan; Detailed
Vulnerability
Descriptions,; Validation
Results; Recommended
Mitigation Actions)




yazeumocmma, Memoo 3a
eKxcnioamayus,
Bw3oelicmsue u
nOMmMeHYuaneH puck,
CHUMKU HA eKpaHa unu
opyau 00Ka3amencmaea,
Ilpenopvku; Oyenka na
pucka, [Ipunoxcenus u
3axnouenue).




Ipuaoxenune 2

Kaacupane Ha mosrydyenu opeptu

3a MpoBeX/AaHe Ha TecToBe 3a curypHoct npes 2023 r. na https://bar-register.bg

Lion Gate Security —
EUR 2 500,00
(without VAT)

Telelink BS —
EUR 5 287,00
(without VAT)

Mnemonica —
EUR 5 760,00
(without VAT)

MYV Consulting
USD 3 200,00
(without VAT)

Xpucro XuHOB

Anbena [Tuckosa

Benenuna ®oresa

Credan Mapues

Bamns 'urosa

3natumup Keuen

Acen ['eopruen

Kpacumup Kpaes

Kana KucroBa




